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METHOD AND APPARATUS FOR 
DORMANT MODE SUPPORT WITH PAGING 

RELATED APPLICATIONS 

This application claims priority based on the US provisional patent application 

■ 

entitled "METHOD AND ASSOCIATED APPARATUS FOR DORMANT MODE 
SUPPORT WITH PAGING IN IEEE 802.1 1 " application serial number 60/352,423, 
filed January 28, 2002, which is incorporated by reference herein. 

BACKGROUND 

Local area networks ("LAN") have enabled digital networking of almost any 
computing device, including, computers, laptops, personal digital assistants, scanners 
and any other devices that deal with digital information. However, traditionally, the 
physical reach of LANs has been limited because they require a physical or hard- 
wired connection between computing devices. Even with phone dial-ups, a LAN 
network is ultimately limited by its hard-wired nature. To overcome this limitation, 

wireless solutions were developed. 

In a wireless LAN ("WLAN"), network connections are accomplished by use 
of a wireless technology such as radio frequency ("RE"), infra-red, microwave, 
millimeter wave or other type of wireless communication instead of cable. This 
allows a computing device to remain connected to the network while it is mobile or 
while it is not physically connected to the WLAN. The connection is usually 
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accomplished and maintained through the use of an interface card installed in the 
computing device. WLANs may also include connections to a wired network, such as 
a LAN. Connections to the wired network are accomplished through the use of 
access points. Access points are connected to a node using some type of wired 
connection. An access point can reside at any node on the wired network and acts as 
a gateway for routing data ('TP traffic") between the wired and wireless portions of 
the network. 

Several protocols have been proposed to standardize WLANs to allow greater 
compatibility with a wide range of devices, networks and components. One such 
protocol is the IEEE 802.11. The IEEE 802.11 protocol specifies both the 
architectures and layers of a WLAN. The IEEE 802.11 protocol specifies the 
physical and medium access control ("MAC") layers of a WLAN. The physical layer 
handles the wireless transmission of data, and is generally a form of RF or infrared 
communication. The MAC layer is a set of protocols which is responsible for 
maintaining order. 

With regard to architecture, the IEEE 802.11 protocol specifies two types. 
The first, shown in FIG. 1, is the ad hoc network. The ad hoc network can be 
spontaneously created with a plurality of computing devices. As shown in FIG. 1 , the 
ad hoc network has no structure, no fixed points and generally, every computing 
device can communicate with every other computing device. The second type of 
architecture is the infrastructure. As shown in FIG. 2, this architecture uses access 
points through which the computing devices can communicate with each other and a 
node of a wired network (hereinafter "node"). Computing devices communicate with 
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ail access point through some type of wireless technology and the access points 
communicate with a node through some type of wired technology. Nodes can 
communicate with each other through various types of networks, such as the Internet, 
generally by some type of wired connection. A disuibution system, which is the 
mechanism by which the access points communicate with each other, is included in 
the access points, and also includes the Nodes, networks, and the connections among 
them. Each access point has a range over which it provides service. Each of these 
ranges is a basic service set ("BSS"); while the BSS and the distribution system form 
an extended service set ("ESS") which defines the range over which services can be 
provided. The location of the computing device on the network is determined by the 
access point to which it is connected. 

A computing device can move about within the range of the access point to 
which it is connected. If the WLAN is designed so that there is some overlap of the 
ranges of the access points, it may be possible for a computing device to move among 
the access points and remain connected to the WLAN and continue to send and 
receive IP traffic. In order to do this, the WLAN needs to know where the computing 
device is so that it knows where to direct IP traffic intended for the computing device. 
In other words, the WLAN must track the computing device. 

Generally, in order for the network to track the computing device, the 
computing device associates with an access point at a given time interval, upon its 
movement or when the computing device travels between or among the ranges of 
different access points. IP traffic intended for the computing device is forwarded to 
the last access point with which the computing device had associated and then 
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forwards the IP traffic to the computing device. However, tracking and forwarding IP 
traffic to the computing device in this manner can lead to a power drain on the 
computing device and a high level of signaling over the network. For example, if the 
computing device must associate with a new access point whenever it enters the range 
of the new access point, the computing device must remain on at all times so that it 
may detect when it has entered the range of the new access point. Additionally, the 
computing device must remain on at all times to receive any incoming IP traffic. This 
continuous detection and repeated associating causes a tremendous drain on the 
computing device's power supply and adds to the signaling across the network. 

To overcome these disadvantages, the IEEE 802.11 protocol includes dormant 
mode functionality. Dormant mode functionality (without paging functionality) 
allows a computing device to operate in two modes, an "active" mode and a 
"dormant" mode. In the active mode, the computing device can receive signals, such 
as IP traffic, and can send signals such as those sent when the computing device 
associates with an access point. In the dormant mode, the computing device is not 
turned off, but is put into a mode which reduces its ability to receive IP traffic by 
reducing the monitoring of certain channels and thus is a state of reduced power 
consumption. The computing device must be in active mode to send or receive IP 
traffic and associate with an access point. Therefore, the computing device must 
periodically go into active mode to associate with an access point and to send or 
receive IP traffic. Because IP traffic intended for the computing device may be 
transmitted while the computing device is in dormant mode, the IEEE 802.1 1 protocol 
incorporates buffers in the access points to queue IP traffic intended for the 
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computing device. The computing device can then receive this IP traffic when it 

i 

switches into active mode and therefore does not miss any IP traffic sent while it was 
in dormant mode. Although dormant mode functionality does provide some power 
savings for the computing device and reduced signaling across the network, the 
computing device must still periodically switch into active mode to register with each 
access point of which it is in range, and to send or receive IP traffic. 

Further reductions in computing device power drain and signaling across the 
network can be accomplished through the use of paging. Paging is a method of 
notifying a dormant computing device of incoming IP traffic. Paging includes (i) the 
use of paging areas; and (ii) paging the computing device. The use of paging areas 
includes the creation of paging areas and having the computing device signal the 
network only when it crosses a paging area boundary. A paging area boundary is 
defined by me outer perimeter of the ranges of a collection of access points (an 
"access point group") that are used to locate a dormant computing device. This outer 
perimeter forms the paging area boundary of a paging area. Each paging area 
uniquely identifies itself to computing devices by periodically broadcasting that 
paging area's unique paging area identifier. 

Generally, a network implementing paging will be arranged to have at least 
two paging areas. Only when a computing device crosses a paging area boundary 
from one paging area to another, does the computing device associate with the nearest 
access point. A computing device detects when it crosses a paging area boundary by 
detecting a change in the unique paging area identifier. However, because 
neighboring paging areas usually overlap with each other to prevent gaps in coverage, 
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a computing device may be in more than one paging area simultaneously and thus 
will detect more than one paging area identifier. In this case, the computing device 
will detect the strength of the paging area identifier from each paging area that 
computing device is within and will associate with the paging area from which the 
strongest paging area identifier is broadcast. 

The computing device is programmed to periodically go from dormant to 
active mode so that it may detect the unique paging identifier or identifiers being 
broadcast. By requiring a computing device to associate with the network only when 
it crosses a paging area boundary, the amount of signaling to the network is decreased 
and the amoimt of time the computing device can remain dormant is increased, thus 
power consumption is decreased. Further reduction in power usage and signaling by 
the computing device is realized because the computing device only periodically 
needs to switch into active mode. 

One of the consequences of reducing the number of instances in which the 
computing device informs the network of its location in the previously-described 
manner is that the network does not know the location of the computing device within 
a given paging area. Because the computing device may have moved after the last 
time it associated with an access point, all that the network knows is that the 
computing device is located somewhere within the paging area in which the access 
point with which the computing device last associated is located (the "old access 
point" )> In order for the network to forward IP traffic to the computing device, it 
must know the access point for which the computing device is currently in range (the 
"new access point") and alert the computing device about the pending IP traffic. The 
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network precisely locates the computing device within a paging area by paging the 
computing device. Paging the computing device is signaling by the network through 
the access points directed to locating the computing device and alerting it to establish 
a connection. Paging the computing device involves transmitting a request to all the 
access points in the same paging area as the old access point. These access points 
then broadcast the paging signal. When the computing device receives the paging 
signal it associates with the new access point. Once the computing device associates 
with the new access point, the network knows the location of the computing device in 
terms of the access point in which it is in range. The new access point then signals the 
old access point, the old access point sends any buffered IP traffic to the new access 
point and the new access point delivers the buffered IP traffic to the computing 
device. Power drain on the computing device and signaling over the network are 
reduced because the computing device only associates with a new access point in the 
same paging area when the computing device is paged. 

Although many cellular-based wireless WAN protocols support paging, 
WLAN protocols, such as the IEEE 802.11, do not specifically provide standards or 
methods for implementing paging. For example, the IEEE 802.11 protocol does not 
have paging areas, a dedicated paging channel and a radio link protocol specifically 
directed towards locating a dormant computing device. Additionally, the IEEE 
802.11 and other WLAN protocols lack the protocols for establishing and altering 
paging areas, associating a computing device with an access point, and performing 
paging. Furthermore, existing WLAN protocols do not address the issues of 
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maintaining synchronization of the access points across each access point group and 
reducing signal interference among access points. 

The advantages of the methods and apparatuses disclosed herein will be 
apparent from the following summary and detailed description of the preferred 
embodiments. 

BRIEF SUMMARY 

Apparatuses and methods are disclosed herein for implementing dormant 
mode with paging in a WLAN. Power savings in the computing device and reduction 
in traffic across the network are achieved by requiring a computing device to inform 
the WLAN of its location only when it crosses a paging area boundary or is to receive 
IP traffic. Dormant mode with paging is implemented in a protocol that supports 
dormant functionality but does not itself provide methods or standards for 
implementing dormant mode and paging functionality, such as the IEEE 802.1 1. The 
methods and apparatuses disclosed herein are implemented in such a protocol and 
provide the methods needed to implement dormant mode with paging in such a 
protocol. Generally, the methods and apparatuses for implementing dormant mode 
with paging basically include (1) establishing paging areas; (2) communicating access 
group information to a computing device; and (3) locating a computing device. 

Establishing paging areas generally involves, forming at least two access point 
groups which includes; (a) defining the structure of the access point groups (b) 
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establishing a protocol for communications among the access points in each access 
point group; and (c) establishing a protocol for manipulating the access point groups. 
Paging areas are needed to enable the paging functionality and do so primarily 



amon 



by using paging groups to define paging area boundaries. The paging groups are 
generally formed from a subset of all the access points within the WLAN or network 
by defining the structure of the access point group which establishes the relationships 
g the access points. In another implementation, the relationships among the 
access points in a paging group may be defined by a tree structured distributed group 
) model. A tree structured distributed group model has a hierarchical tree structure 

wherein access points are defined in terms of functionality as "master," "slave," or 
both. 

Establishing a protocol for communications among the access points in an 
access point group may include developing a unique protocol or modifying an 
existing one such as the IEEE Inter Access Point Protocol ("IAPP"). Establishing a 
protocol for manipulating access point groups involves adding operations to the 
protocol for communications that enable the implementation of a tree structured 
distributed model. Implementing a tree structured distributed model for an access 
point group may be accomplished by extending the operations of IAPP. In order to 
form and manipulate a paging group, at least five operations must be added to IAPP. 
These operations include "join," "leave," "group merge," "group prune" and 



"devolution." 



Once access point groups have been formed, they must have some way of 
communicating their identity to any computing device that is within the paging area 
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that they define so that the computing devices can be located. The step of 
communicating access point group information to computing devices generally 
includes (a) including the access point group's paging area ID in the beacon of each 
access point in the access point group; (b) assigning a channel over which to 
broadcast the beacon; (c) awakening the computing device to periodically detect the 
beacon; and (d) synchronizing the timing of the beacon broadcasts of all the access 
points within an access point group. 

Including an access point group's unique paging area ID in the beacon of each 
access point enables one paging group (or paging area) to be distinguished from 
another. Each paging group is assigned a unique paging area ID and communicates 
this paging area ID to any computing devices within that paging group's paging area 
so that a computing device can determine in which paging area it is located. This 
may be accomplished using a beacon packet or beacon, such as the beacon in the 
IEEE 802.11 protocol. Beacons are signals which are periodically broadcast to each 
of the access points and contain a variety of information including the paging area ID. 

In assigning a channel over which to broadcast the beacon or other packet 
containing the access point ID, there are several issues to consider. It is advantageous 
for adjacent access points to broadcast the beacon over different channels because this 
helps avoid interference. It is also advantageous for the access points to broadcast the 
beacon or other packet over a different channel than that used to broadcast the IP 
traffic because this helps to avoid interference between the IP traffic and the beacon 
or other packet. However, the more channels that are used the more channels a 
computing device must search every time a computing device moves from the range 

10 



WO 03/065237 PCT/US03/02203 

of one access point into the range of another. Because there is a conflict in the 
requirements of channel separation and minimizing the number of channels, multiple 
methods of assigning the channel for beacon broadcasting are required so that the 
assignment can be optimized for a given situation. 

Methods of channel assignment include: (1) static assignment; (2) standard 
common paging channel assignment; and (3) local common paging channel 
assignment method. In the static assignment method, all the access points in the 
WLAN are assigned the same common channel over which to broadcast the IP traffic 
and the beacon. In the standard common paging channel assignment method, the 
access points are assigned a universal common channel over which to broadcast the 
beacon and a different common channel over which to broadcast the IP traffic. In the 
local common paging channel assignment method, all the access points in the same 
access point group are assigned the same channel for paging with no adjacent access 
paging groups assigned the same paging channel and a channel for IP traffic that is 
different from any of the paging channels. 

The timing of the beacon broadcasts for each access point within an access 
point group must be synchronized to occur approximately at the same time (the 
"beacon timing")- When the beacon broadcasts in an access point group all occur at 



the same time, the computing device only needs to be in active mode during the 
beacon timing no matter with which access point the computing device is associated. 
Synchronizing the beacon timing for the access points within an access point group 
involves the access points and the computing device. As the computing device moves 
from within the range of a first access point to within the range of a second access 
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point, it senses the difference between the beacon timing of the first access point and 
the second access point to ascertain a "beacon timing difference," The computing 
device then communicates this beacon timing difference to the second access point 
which communicates the beacon timing difference to the first access point. The 
beacon timing of the first or second access point or both are synchronized. 

Locating a computing device includes associating the computing device with 
an access point or access point group whenever it crosses an access point boundary, 
and whenever it is paged. Whenever a computing device crosses an access point 
boundary, it must associate with a new access point in a new access point group. 
Whenever a computing device is paged, it must associate with the access point for 
which it is in range so that it can receive IP traffic. To associate with an access point, 
the computing device sends a request to associate to the new access point. Thereafter, 
an association identification ("AID") is assigned to the computing device. 

BRIEF DESCRIPTION OF SEVERAL VIEWS OF THE DRAWINGS 

The methods and apparatuses disclosed herein provide numerous embodiments 
which will be understood by those skilled in the art based on the present disclosure. 
Some of these are described below and are represented in the drawings by means of 
several figures, in which: 

FIG. 1 is a diagram of a wireless network with an ad hoc architecture 

according to the prior axt; 
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FIG. 2 is a diagram of a wireless network with an infrastructure architecture 

according to the prior art; 

FIG. 3 is a diagram of a WLAN that supports paging according to the a 

preferred embodiment; 

FIG. 4 is a diagram of an access point group that uses a structured distributed 

grouping model according to a preferred embodiment; 

FIG. 5 is a diagram of IAPP architecture according to the prior art; 

FIG. 6A is diagram of an access point and access point group, according to a 

preferred embodiment; 

FIG. 6B is a diagram of steps in a join operation, according to a preferred 

embodiment; 

FIG. 6C is a diagram of an access point group after the join operation of FIG. 
6B is performed, according to a preferred embodiment; 

FIG. 7 is a diagram of steps in a leave operation, according to a preferred 
embodiment; 

FIG. 8A is a diagram of steps in a leave operation according to a preferred 
embodiment; 

FIG. 8B is a diagram of an access group and an access point after the leave 
operation of FIG. 8A is performed, according to a preferred embodiment; 

FIG. 9A is a diagram of a first and a second access group, according to a 

preferred embodiment; 

FIG. 9B is a diagram of steps in a group merge operation, according to a 

preferred embodiment; . 
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FIG. 9C is a diagram of an access group after the group merge operation of 
FIG. 10B is performed, according to a preferred embodiment; 

FIG. 1 OA is a diagram of steps of a group prune operation, according to a 

preferred embodiment; 

FIG. 10B is a diagram of a first and a second access group after the group 
prune operation of FIG. 10A is performed, according to a preferred embodiment; 

FIG 1 1 A is a diagram of an access group before a group devolution operation 
is performed, according to a preferred embodiment; 

FIG. 11 B is a diagram of steps of a group devolution operation, according to a 

preferred embodiment; 

FIG. 11C is a diagram of an access group and a two access points after the 
group devolution operation of FIG. 1 IB is performed, according to a preferred 
embodiment; 

FIG. 12A is a diagram of the beacon elements in the IEEE 802.1 1 protocol 

according to the prior art; 

FIG. 12B is a is a diagram of the beacon elements in the IEEE 802.1 1 protocol 

■ 
■ 

according to a preferred embodiment; 

FIG 12C is a diagram of the format of the paging ID according to a preferred 

embodiment; 

FIG. 13 A is a flow chart of a method for beacon synchronization, according to 

a preferred embodiment; 

FIG. 13B is a continuation of the flow chart of 15B; and 
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FIG. 14 is a diagram of the signals produced by a first access point, a second 
access point and a computing device during beacon synchronization, according to a 
preferred embodiment. 

DETAILED DESCRIPTION 

Identical features are marked with identical reference symbols in the indicated 
drawings. Disclosed herein is a method and apparatus for implementing dormant 
mode with paging in a WLAN. The method for implementing dormant mode with 
paging basically includes the steps of (1) establishing paging areas; (2) 
communicating access group information to a computing device; and (3) locating a 
computing device. Although the following example will describe this method and 
apparatus using one computing device, it may be used for a plurality of computing 
devices. It is to be understood that the following example(s) is (are) for the purpose 
of explanation and not limitation. 

The step of establishing paging areas generally involves, forming at least two 
access point groups which includes; (a) defining the structure of the access point 
groups (b) establishing a protocol for communications among the access points in 
each access point group; (c) establishing a protocol for manipulating the access point 
groups. 

Generally, paging areas are defined by the outermost perimeter of the ranges 
of the outermost access point groups within a paging group. This outer most 
perimeter is the paging area boundary. The paging groups are generally formed from 
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a subset of all the access points within the WLAN or network by defining the 
structure of the access point group which establishes the relationships among the 
access points. One example is shown in FIG. 3 wherein a WLAN 400 for which a 
paging area has been defined is shown. In this WLAN 400, there are two nodes 402 
and 404 connected to a network 406, such as the internet, by some type of wired 
connection. A plurality of access points 420, 422, 424, 428, 430 and 432 are 
connected to nodes 402 and 404 via some type of wired connection. The access 
points 420, 422, 424, 428, 430 and 432 are grouped together so that the ranges of the 
access points 434, 436, 438, 440, 442 and 444 define a paging area 450 having a 
paging area boundary 452. 

In another example, the relationships among the access points in a paging 
group may be defined by a tree structured distributed group model FIG. 4 shows an 
access point group 10 wherein the relationships among tihe access points 12-21 in the 
access point group 10 are defined by a distributed group model The paging group 10 
is comprised of access points 12-21 and defines a paging area 26, The paging area 
boundary 28 is defined by the outermost perimeters of the ranges 30-39 of the access 
points 12-21, and encloses the paging area 26. 

A tree structured distributed group model has a hierarchical tree structure. In 
the hierarchical tree structure, each access point is connected to one or more access 
points directly below it. Additionally, access points are defined in terms of 
functionality as "master," "slave," or both. A master is an access point to which other 
access points belong and which has the ability to control the access points that belong 
to it. In FIG, 4, the master access points are 12, 13, 15, 17 and 18, A slave is an 
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access point that belongs to a master. In the access point group 10, the slave access 
points are 13-21 . It is possible to be a master and a slave with the functionality of 
both at the same time, such as access points 13,15,17 and 18. Additionally, an 
access point may be the master of more than one access point as are access points 12, 
15 and 17. However, an access point may not have more than one master. If an 
access point is simultaneously both a master and a slave, the master must follow the 
slave's attributes. Each access point group has one access point to which all others 
belong, directly or indirectly, This is called fhe "root access point" (access point 12). 
Access points at which the tree structure terminates are called "leaf access points" 
(access points 14, 16, 19, 10 and 21). All remaining access points are called 
"intermediate access points" (access points 13, 15, 17 and 18). 

Establishing a protocol for communications among the access points in an 
access point group may include developing a unique protocol or modifying an 

i 

existing one. The IEEE Inter Access Point Protocol ("IAPP") is an existing protocol 
between access points that allows conformant access points from multiple vendors to 
intemperate on a common distribution system. IAPP specifies the functionality of the 
access points (which describes service primitives), a set of functions and a protocol 
that will allow IP packets to be carried between access points. FIG. 5 shows the IAPP 
architecture. The access point management entity or APME 40 is used as the main 
operational program of the access point, implementing the access point 
manufacturer's proprietary features and algorithms. A tree structured distributed 
model for the access point group is implemented in the APME. 
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Establishing a protocol for manipulating access point groups involves adding 
operations that enable the implementation of a tree structured distributed model 
Implementing a tree structured distributed model for an access point group in APME 
may be accomplished by extending the operations of IAPP. In order to form a paging 
group, at least five operations must be added to LAPP'. These operations include 
"join," "leave," "group merge/' "group prune" and "devolution." Examples of these 
operations are shown in FIGs 6A-13B. 

The join operation performs the steps needed to add an access point to an 
existing access point group. The simplest case involves joining one access point to 
another access point. The first access point will send a join request to a second access 
point The second access point will permit the first access point to join with it and 
will form the tree structure of the access point group with itself as the root access 
point. It does this by added the first access point to its cluster map ("CMAP") as a 
slave. The CMAP is a list of all the access points in the access point group. The 
second access point will then send a join reply back to the first access point. The first 
and second access points now form an access point group with the second access 
point as the root access point and the first access point as the leaf access point. 

■ 

In order to join an access point to an access point group containing more than 
one access point, the joining access point sends a join request to one of the access 
points in the access point group. If the access point receiving the join request is not 
the root access point of the group, it forwards the join request to its master. This step 
is repeated until the join request reaches the root access point. The root access point 
then permits the requesting access point to join by adding it to its CMAP and sending 
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a join reply back to the joining access point through the same access points that 
forwarded the join request to the root access point but in reverse order. Before 
sending the join reply to the joining access point, the access point that received the 
join request from the joining access point will add the joining access point to its 
CMAP as a slave. However, it is possible for the root access point to deny entry to 
the requesting access point. For example, if the root access point may include a 
limitation on the number of access points that can be included in its access point 
group, the root access point will deny entry to the requesting access point by 
communicating back to the requesting access point a no join reply. 

FIGs. 6A-C demonstrate the steps included in one embodiment of the join 
operation. FIG. 6B shows the steps in the join operation while FIG. 6 A shows an 
access point 60 and an access point group 50 before the operation is performed and 
FIG. 6C shows the access point group 50 after the operation has been performed. The 
access point group 50 in FIG. 6A includes the root access point 52, an intermediate 
access point 54 and two leaf access points 53 and 55. The access point group 50 
defines a paging area 56 with paging area boundary 57. As shown in FIG. 6B, when 
access point 60 is to be added to access group 50, access point 60 sends a join request 
to one of the access points 54 in the access point group 50 at time tl . Access point 54 
forwards this join request to the root access point at 52 at time t2. The root access 
point 52 then permits access point 60 to join by adding it to its CMAP and sending a 
join reply back to access point 54 at time t3. Access point 54 adds access point 60 to 
its CMAP as a slave and then forwards the join reply to access point 60 at time t4. 
FIG. 6C shows access point group 50 after the forgoing use of the join operation. 
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Access point 60 is part of access point group 50 and is the slave of access point 54. 
Access point group 50 has an enlarged paging area boundary 59 surrounding an 
enlarged paging area 58, 

In a further embodiment of the join operation, where a first access point group 
attempts join a second access point group, the join operation is defined so that only 
the root access point of the first access point may request to join with the second 
access point group. This prevents slave access points from having more than one 
master which would result if a slave access point would join another access point 
group. In yet a further embodiment of the join operation, where a first access point 
group attempts join a second access point group, there is no restriction on which 
access points in the first access point group may request to join a second access point 
group. However, because a slave access point can only have one master at a time, if a 
slave access point in the first access point group requests to join the second access 
point group, the slave access point group must leave the first access point group 
before the join request will be allowed. 

When an access point is to leave an access point group containing more than 
one access point, the leaving access point sends a leave request to one of the access 
points in the access point group. If the access point receiving the leave request is not 
the root access point of the group, it forwards the leave request to its master. This 
step is repeated until the leave request reaches the root access point. The root access 
point then permits the leaving access point to leave by deleting it from the CMAP and 
sending a leave reply back to the leaving access point through the same access points 
that forwarded the leave request to the root access point but in reverse order. Before 

20 



WO 03/065237 PCT/US03/02203 

sending the leave reply to the leaving access point, the access point that received the 
leave request from the leaving access point will remove the leaving access point from 
its CMAP. 

FIG. 7 andFIGs 6C and 6A demonstrate the steps .included in one embodiment 
of the leave operation. FIG. ' 7 shows the steps in the leave operation when a leaf 
access point leaves an access point group, while FIG. 6C shows the access point 
group 50 before the leave operation is performed, and FIG. 6A shows an access point 
60 and the access point group 50 after the leave operation has been performed. The 
access point group 50 in FIG. 6C includes the root access point 52, an intermediate 
access point 54 and three leaf access points 53, 55 and 60. The access point group 50 
defines a paging area 58 with paging area boundary 59. As shown in FIG. 7, when 

i 

access point 60 is to be removed from access group 50, access point 60 sends a leave 
request to one of the access points 54 in the access point group 50 at time tl. Access 
point 54 forwards this leave request to the root access point at 52 at time t2. The root 
access point 52 then permits access, point 60 to leave by deleting it from its CMAP 
and sending a leave reply back to access point 54 at time t3 wherein access point 54 
removes access point 60 from its CMAP and then forwards the leave reply to access 
point 60 at time t4. FIG. 6A shows access point group 50 and access point 60 after 
the leave operation has been performed. Access point 50 has a reduced paging area 
boundary 57 surrounding a reduced paging area 56. 

Another implementation of the leave operation involves removing an 
intermediate access point from an access point group. In this implementation, the 
intermediate access point is directly connected to its master and three leaf access 
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points and is shown in FIGs 6C, 9A and 9B, Implementing the leave operation to 
remove an intermediate access point may also be called "grafting" because it involves 
removing the intermediate access point from an access point group and then rejoining 
the slaves of the leaving access point to the access point group. The access point 
group 50 in FIG. 6C includes the root access point 52, intermediate access point 54 ■ 
and three leaf access points 53, 55 and 60. The access point group 50 defines a 
paging area 58 with paging area boundary 59, As shown in FIG. 8 A, when 
intermediate access point 54 is to leave access group 50 5 access point 54 sends a leave 
request to its master (root access point 52) at time tl . The root access point 52 then 
permits access point 54 to leave by deleting it from its CMAP and sending a leave 
reply back to access point 54 at time t2. Access point 54 then sends a leave request to 
its slaves, access point 60, 53 and 55, at time t3 Access points 60, 53 and 55 then 
send leave requests back to access point 54 at time t4 5 at which time access point 55 
removes access points 60, 53 and 55 from its CMAP. So that access points 60 ? 53 and 
55 are not removed from access point group 50, access points 60, 53 and 55 send a 
join request to root access point 52. Access points 60, 53 and 55 and access group 50 
go through the join operation as described herein. FIG. 8B shows access point group 
50 and access point 55 after the forgoing use of the leave operation. Access point 
group 50 now has a reduced paging area boundary 62 surrounding a reduced paging 
area 61. 

In order to combine two access point groups to form a single access point 
group, the root access point, and only the root access point, of a first access point 
group sends a merge request to one of the access points in a second access point 
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group. If the access point receiving the merge request is not the root access point of 
the group, it forwards the merge request to its master. This step is repeated until the 
merge request reaches the root access point. The root access point of the second 
point group then permits the second access point group to merge with second 
access point group by adding the first access point group to the CMAP of the root 
access point of the second access point group and sending a merge reply back to the 
root access point of the first access point group through the same access points in the 
second access point group that forwarded the merge request to the root access point of 
the second access point group, but in reverse order. Before sending the merge reply 
to the root access point of the first access point group, the access point in the second 
access point group that received the merge request from the root access point of the 
first access point group will add the root access point of the first access point group to 



its CMAP. 



FIGs. 9A-9C demonstrate the steps included in one embodiment of the merge 
operation. FIG. 10B shows the steps in the merge operation, FIG. 9 A shows two 
access point groups 70 and 80 before a merge operation is performed, and FIG. 9C 
shows the access point group 70 after the merge operation has been performed. The 
access point group 70 in FIG 9A includes the root access point 74, an intermediate 
access point 76 and two leaf access points 75 and 77. The access point group 70 
defines a paging area 71 with paging area boundary 72. The access point group 80 
includes the root access point 84 and two leaf access points 85 and 86. The access 
point group 80 defines a paging area 81 with paging area boundary 82. As shown in 
FIG. 9B, when access point 80 is to be merged with access group 70, the root access 
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point 84 of access point group 80 sends a merge request to one of the access points 75 
in the access point group 70 at time tl. Access point 75 forwards this merge request 
to access point 76 at time t2 and access point 76 forwards the merge request on to the 
root access point 74 of access point group 70 at time t3. The root access point 74 then 
permits access point group 80 to merge with access point group 70 by adding access 
point 84 to its CMAP and sending a merge reply back to access point 76 at time t4. 
Access point 76 then forwards the merge reply to access point 75 at time t5. Access 
point 75 adds access point 80 to its CMAP and then forwards the merge reply to root 
access point 84 at time t6. FIG. 9C shows access point group 70 after the forgoing 
use of the merge operation. Access point group 70 has an expanded paging area 88 
defined by an expanded paging area boundary 89. 

In order for a first access point to cut the access points that directly or 
indirectly depend from it, the first access point sends a prune inquiry request to its 
master. If the access point receiving the prune inquiry request is not the root access 
point of the access point group, the access point receiving the prune inquiry request 
forwards the prune inquiry request to its master. This step is repeated until the prune 
inquiry request reaches the root access point. The root access point then permits the 
first access point to prune its dependent access points by removing the dependent 
access points from the root access point's CMAP and sending a prune inquiry reply 
back to the first access point through the same access points that forwarded the prune 
inquiry request to the root access point (the "intermediate access points"), but in 
reverse order. The prune inquiry reply contains a CMAP which has a list of the 
dependent access points of the requester access point. The intermediate access points 
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all remove the dependent access points from their CMAPs. The first access point 
then sends a prune request to each of its slave access points. The slave access points 
then send a prune reply back to the first access point The first access point then 
removes the slave access points from its CMAP and each slave access point is 
removed from the access point group of the first access point The removed slave 
access points may become the root access point of a new access point group if the 
slaves have slaves of their own, or they may stand alone. 

FIG. 6C, 10A and 10B demonstrate the steps included in an example of one 
embodiment of the prune operation. FIG. 10A shows the steps in the prune operation, ' 
while FIG. 6C shows an access point group 50 before a prune operation is performed, 
and FIG. 10B shows the access point groups 50 and 96 after the prune operation has 
been performed. As shown in FIG. 10A, when access point 54 is to prune access 
points 55, 53 and 60, access point 54 sends a prune inquiry request to the root access 
point 52 at time tl. The root access point 52 then permits access point 54 to prune its 
dependent access points 53, 55 and 60 by removing the dependent access points 53, 
55 and 60 from root access point's 52 CMAP and sending a prune inquiry reply back 
to access point 54 at time t2. The prune inquiry reply contains a CMAP containing 
access point 54' s dependent access points. Access point 54 removes access points 53, 
55 and 60 from its CMAP and then sends a prune request to access points 53, 55 and 
60 at time t3. Access points 53, 55 and 60 then sends a prune reply back to access 
point 54 at time t4. FIG. 10B shows access point group 50 and access points 53, 55 
and 60 after the forgoing use of the prune operation. Access point group 50 has a 
reduced paging area 92 defined by a reduced paging area boundary 94. Access points 
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53, 55 and 60, are free-standing access points which are not the member of any access 
point group. 

When a root access point is to leave an access point group, the devolution 
operation is used. The devolution operation begins when the root access point sends a 
devolution request containing all the CMAPs and a delegation of the root role to its 
slaves. The slaves then send a devolution reply back to the root access point. The 
root access point removes all the slaves from its CMAP. Each of the slave access 
points then become the root access point for a new access point group. Each of the 
newly-formed root access points then sends a delegation request to each of its 
respective slaves* If any of the slaves is not a leaf access point, then that slave 

■ 

forwards the delegation request its slaves. This forwarding process continues until 
every leaf access point receives the delegation request. Each slave then sends back a 
delegation reply to its respective newly-formed root access point. 

FIG. 11 A, 11B and 11C demonstrate the steps included in one embodiment of 
the devolution operation. FIG. 11A shows an access point group 500 before a 
devolution operation is performed, FIG. 11B shows the steps in the devolution 
operation* and FIG. 11C shows two access points 504 and 508 and access point group 
520 after the devolution operation has been performed. Access point group, as shown 
in FIG. 1 1 A, includes a root access point 504, intermediate access points 506 and 508 
and leaf access points 510, 512 and 514. Access group 500 has a paging area 501 
defined by a paging area boundary 502. As shown in FIG. 11B, when root access 
point 504 is to leave access point group 500, access point 504 sends a devolution 
request containing all the CMAPs to its slave access points 506 and 508 at time tl. 

« 
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Access points 506 and 508 then send a devolution reply to root access point 504 at 
time t2. Root access point 504 then removes the dependent access points 508, 508, 
510, 512 and 514 from its CMAP. Access point 506 then sends a delegation request 
to its slave access points 510, 512 and 514 at time t3. Access points 510, 512 and 514 
then send a delegation reply back to access point 504 at time t4. FIG, 11C shows a 
new access point group 520 and access point 504 and 508 after the forgoing use of the 
devolution operation. New access point group 520 has a paging area 522 defined by a 
paging area boundary 524. 

Once access point groups have been formed, they must have some way of 
communicating their identity to any computing device that is within the paging area 
that they define so that the computing devices can be located. The step of 
communicating access point group information to computing devices generally 
includes the steps of (a) including the access point group's paging area ID in the 
beacon of each access point in the access point group; (b) assigning a channel over 
which to broadcast the beacon; (c) awakening the computing device to periodically 
detect the beacon; and (d) synchronizing the timing of the beacon broadcasts of all the 
access points within an access point group. Although the following examples will 
discuss these methods with regard to a single computing device for clarity, the 
methods may also be applied when a plurality of computing devices are present. 

The step of including an access point group's unique paging area ID in the 
beacon of each access point enables one paging group (or paging area) to be 
distinguished from another. So that a computing device can determine in which 
paging area it is located, each paging group is assigned a unique paging area ID and 

t 
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communicates this paging area ID to any computing devices within its respective 
paging area. This may be accomplished using the beacon packet (hereinafter 
"beacon") in the IEEE 802.11 protocol. 

Beacons provide a mechanism for access points in an access group to 
communicate with each other. The beacon is a signal that is periodically broadcast by 
each of the access points and can contain a variety of information. Each packet of 
information in the beacon is called an "element." The beacon included in the IEEE 
802.11 protocol contains the elements 110 shown in FIG. 12A. The elements are 
identified by an element name and an element ID, Element IDs 32-255 are reserved 
and therefore available for use. FIG. 12B shows the enhanced elements 110 which 
contain a paging area ID 1 12 at one of the formerly-reserved elements, element ID 32, 
The other reserved elements 114 remain available for use. 

FIG. 12C shows the format of the paging area ID 120. This format includes a 
one octet space for the element ID, a one octet space for the length of the paging area 
ID 124, and an eight octet space for the paging area ID itself 128. The paging area ID 
can include one or both of EUI 48 and EUI 64 (the MAC address). Alternatively, the 
paging area ID can include any other indicator so long as that indicator is unique to 
each paging area. Additionally, the size of the space used for the paging area ID (an 
eight , octet space as shown in FIG. 12C) can be varied to accommodate paging area 
IDs of different lengths. Furthermore, the paging area ID can be included in any of 
the other packets broadcast by the access points. By including the paging area ID as 
an element in the beacon of the IEEE 802.11 protocol or other broadcast packet, the 
paging area ID will be periodically broadcasted by each access point in an access 

28 



WO 03/065237 PCT7US03/02203 

point group every time the beacon or other packet is broadcast throughout the range 

of each access point, respectively. 

In assigning a channel over which to broadcast the beacon or other packet 
containing the access point ID, there are several issues to consider. It is advantageous 
for adjacent access points to broadcast the beacon over different channels because this 
helps avoid interference. It is also advantageous for the access points to broadcast the 
beacon or other packet over a different channel than that used to broadcast the IP 
traffic because this helps to avoid interference between the IP traffic and the beacon 
or other packet. Although the IEEE 802.11 protocol's physical layer defines multiple 
channels, the more channels that are used the more channels a computing device must 
search every time a computing device moves from the range of one access point into 
the range of another. Clearly there is a conflict in the requirements of channel 
separation and minimizing the number of channels. Therefore, several methods of 
assigning the channel which will be used to broadcast the beacon are provided so that 
the assignment can be optimized for a given situation. 

Methods of channel assignment include: (1) static assignment; (2) standard 
common paging channel assignment; and (3) local common paging channel 
assignment method. In the static assignment method, all the access points in the 
WLAN are assigned the same common channel over which the IP traffic and the 
beacon or other packet containing the paging area ID will be broadcast. 

In the standard common paging channel assignment method, a single paging 
channel is assigned to all the access points in the WLAN. The access points are 
assigned a common channel over which to broadcast the beacon or other packet 
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containing the paging area ID (the "beacon channel") and different common channel 
over which to broadcast the IP traffic (the "IP channel"). This method can reduce the 
need for a computing device to search for the beacon channel and can eliminate the 
risk of interference between the beacon channel and the IP channel However, there 
is still a risk of interference among the broadcasts of adjacent access points. 
Although this method can eliminate the need for a computing device to search for the 
beacon broadcast, there is a risk of interference between the beacon or other packet 
and the IP traffic. Additionally, there is a risk of interference among the broadcasts of 
adj acent access points. 

The local common paging channel helps to reduce the risk of interference 
among the broadcasts of adjacent access points. In the local common paging channel 
assignment method, all the access points in the same access point group are assigned 
the same paging channel. However, no adjacent access paging groups are assigned 
the same paging channel. The IP channel is a channel which is different from any of 
the paging channels. Generally, the paging channel for each access point group is 
assigned by that access point group's root access point. Additionally, each slave 
access point uses the same paging channel as its master and none of the slave access 
points uses the paging channel as its IP channel. In this approach, the computing 
device need only search for the paging channel when it crosses a paging area 
boundary because all the access points in the access point group have the same paging 
area ID. Additionally, assigning different beacon channels to adjacent access point 
groups helps to reduce the risk of interference among the beacon channels of these 
groups. 
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No matter the method of channel assignment used, in order for a computing 
device to detect a beacon or other packet, it must be awakened from dormant mode. 
Once awakened into active mode, the computing device will search for the paging 
channel if the local common paging channel assignment method was used for the 
beacon or other packet. Generally, the computing device itself is programmed to 
periodically awaken at set intervals and remain in active mode for a predetermined 
time period (the "beacon window"). However, the set intervals and beacon window 
need to generally correspond with the timing of the beacon broadcast (the "beacon 
ti min g") of the access points. 

Synchronizing the beacon timing 'of all the access points within an access point 
group not only allows the computing device to awaken from dormant mode only 
periodically, it enhances the battery life of the computing device. Access points need 
to continuously and periodically broadcast their paging area ID so that the access 
points can be recognized by a computing device when the computing device crosses a 

i 

paging area boundary. As noted above, the computing device must periodically 
awaken from dormant mode to detect the beacon or other packet containing the 
paging area ID. However, frequent awakening causes heavy battery consumption. 
To save battery consumption, the number of awakenings needs to be reduced. If the 
access points in the same access point group all broadcast their beacons or other 
packets at the same time, the computing device only needs to awaken during the 
period of time during which the beacon is broadcast, even if the computing device has 
crossed from within the range of one access point into that of another. 
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If all the access points in an access point group are in the same subnet of the 

WLAN, the access points can adjust their beacon timings to coincide with the beacon 
timings of the other access points using the local subnet broadcast which can be 
realized by IAPP. However, if some of the access points in an access point group 
reside in different subnets, transition delays and router queuing delays make the local 
subnet broadcast an imprecise mechanism for synchronizing the beacon timings. 
Therefore, if all the access points in an access point group are not in the same subnet, 
synchronizing the beacon timing of all the access points cannot be accomplished 
using the distribution system. Instead synchronization is achieved by using the 
computing device's timing reports. The computing device's timing reports contain at 
least a beacon timing difference. 

The method used for synchronizing the beacon timings of all the access points 
in an access point group is shown in FIG. 13A and 13B. Initially, as shown in FIG, 

13 A, when a computing device enters a paging area ("the first paging area"), the 
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computing device registers with the access point of which it is in range (the "first 
access point") 202. The computing device then listens for an initial beacon from the 
first access point 204. As it listens, the computing device determines whether it 
senses the initial beacon 204, If the computing device does not sense the initial 
beacon, it continues to listen 204 until it determines that it has sensed the initial 
beacon 206. The initial beacon (as do all beacons) contains the beacon timing for the 
access point group of which the first access point is a member. The beacon timing 
lets the computing device know when to anticipate the next beacon. Upon sensing the 
initial beacon, the computing device sets its set intervals to the group beacon timing 
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208 and then goes into dormant mode 210. The computing device will now anticipate 
beacons according to the group beacon timing. 

While in dormant mode, the computing device may remain stationary, move 
within the range of the first access point, move into the range of another access point 
within the first paging area (the "second access point") or move into a second paging 
212. If the computing device remains stationary, moves within the range of the 
first access point or moves into the range of a second access point, it will awaken at 
its set interval (now set to the group beacon timing) 214 and listen for a new beacon 
216. The new beacon will either be the first access point's beacon, or it will be the 
second access point's beacon if the computing device has moved into the range of the 
second access point. The computing device then determines whether it senses a 
beacon during the beacon window 218. If it determines that it has sensed a beacon 
during the beacon window, the timing of the new beacon and the set interval of the 
computing device are already synchronized. Therefore, the computing device returns 
to dormant mode 210 and steps 210-218 are repeated until the computing device 
determines that it does not sense a new beacon during its beacon window 218. 

If the computing device determines that it has not sensed a new beacon during 
its beacon window 218, the set intervals and the timing of the new beacon are not 
synchronized. Therefore, the computing device remains in active mode until it 
determines that it does sense a new beacon from which it calculates a beacon timing 
difference 220. The beacon timing difference is the difference in time between the 
beginning of the beacon window during which a new beacon was anticipated by the 
computing device and the time when the new beacon is actually sensed by the 
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computing device. If the new beacon did not come from the second access point 221, 
it came from the first access point. This means that the computing device has stayed 
within range of the first access point and the set interval of the computing device is 
not synchronized with the beacon timing of the first access point. Therefore, the 
computing device sends a beacon timing report containing at least the beacon timing 
difference to the first access point 250. The computing device then sets its timer to 
the beacon timing of the first access point 252 and the computing device i*eturns to 
dormant mode 210 and the process continues from step 210, 

If the new beacon is from the second access point 221, this means that the 
computing device has moved into the range of the second access point. The 
computing device sends the beacon timing report including at least the beacon timing 
difference and an identification of the first access point to the second access point 
222. Then it is determined if the second access point is the master of the first access 
point 226. The second access point malces this determination from the identification 
of the first access point in the beacon timing report. If the second access point is the 
master of the first access point, the beacon timing of the first access point is set to that 
of the second access point 228. The set intervals of the computing device are also set 
to the beacon timing of the second access point 230, If, however, the second access 
point is not the master of the first access point 226, it must be determined whether the 
first access point is the master of the second access point 232. If the first access point 
is the master of the second access point, the beacon timing of the second access point 
is set to that of the first access point 234. Then the set intervals of the computing 
device are set to the beacon timing of the first access point 238. In contrast, if the 
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first access point is not the master of the second access point, the beacon timings of 

the first and second access points are set to that of their common master 236. The set 

i 

interval of the computing device is then also set to the beacon timing of the common 
master 237, After the set interval of the computing device is set in any of steps 230, 
237 or 238, whichever access point had changed its beacon timing (the first access 
point, the second access point or both) notifies the other access points in the access 
point group of the change in their beacon timing. However, if the first and second 
access points are in different paging areas, as indicated by the paging area ID 
included in the beacon, the computing device will not synchronize the first and 
second access points. 

An example of the signaling activity involved in beacon synchronization is 
shown in FIG. 14. In this example, a computing device moves from within the rage 
of a first access point to within the range of a second access point at a time t8 wherein 
the beacon timings of the two access points are not synchronized. Additionally, both 
access points are located in the same access point group and the first access point is 
the master of the second access point. The signal for the computing device 360 is 
indicated as "low" when the computing device is in dormant mode and is indicated as 
"high" when the computing device is in active mode. The signals of the first access 
point 320 and the second access point 322 are divided into a plurality of segments. 
Each segment 322 and 342, respectively, has the duration of approximately the 
duration of the beacon of each access point, respectively. The computing device is 
within the range of the first access point during a first time period 324 and moves 
within the range of the second access point at a time tS and remains there during a 
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second time period 326. Although the second access point is broadcasting its beacon 
344 and 348 during the first time period 324, the computing device does not sense 
these beacons 344 and 348 because the computing device is not within the range of 
the second computing device during the first time period 324. Subsequently, the 
computing device moves into the range of the second access point at time t8, is within 
the range of the second access point during a second time period 326 and remains 
there during a second time period 326. Although the first access point is broadcasting 
its beacon 332, 334 and 336 during the second time period 3 26 , the computing device 
does not sense these beacons 332, 334 and 336 because the computing device is not 
within the range of the first computing device during the second time period 326. 

Initially when the computing device is within the range of the first access point 
during the first time period 324, the computing device's signal is "high" at time tl. 
The first access point broadcasts its beacon 328 between time t2 and t3. After the 
first access point's beacon 328 has been broadcast, the computing device returns to 
dormant mode at time t4 (the signal of the computing device becomes "low")- 
Because the first access point's beacon 328 contains the beacon timing, the 
computing device knows when to anticipate the first access point's next beacon. 
Therefore, at time t5, a short time before the first access point's beacon 330 is 
anticipated, the computing device's signal goes "high" and remain "high" until the 
first access point has completed broadcasting the first access point's beacon 332. 

At time t8, the beginning of the second time period 326, the computing device 
moves from within the range of the first access point to within the range of the second 
access point. However, just prior to its move at time t7, the computing device had 
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anticipated Hie next beacon 332 from the first access point. If the beacon timings of 
the first and second access points were synchronized, the computing device should 
sense the second access points beacon shortly after time t7. Because the beacon 
timings of the first and second access points are not synchronized, the computing 
device does not sense the second access point's beacon at time t8 but instead at time 
t9. Therefore, the signal of the computing device must remain "high" until time tlO 
when the second access point has completed the broadcast of its beacon 350. 

In order to synchronize the beacon timings of the first access point and the 
second access point, the computing device calculates the beacon timing difference 
362. In this case, the beacon timing difference 362 is the difference between time tlO 
(when the broadcast of the second access point's beacon 350 is complete) and time t7 
(shortly before the broadcast of the first access point's beacon 332 was anticipated). 
The computing device then sends the beacon timing difference to the second access 
point. The second access point identifies the first access point using IAPP and the 
Service Location Protocol ("SLP"). Because the first access point is the master of the 
second access point, the second access point must adjust its beacon timing to that of 

the first access point. 

Because at this point the last beacon sensed by the computing device is the 

w 

second access point's beacon 350 and beacon 350 contains the unsynchronized 
beacon timing of the second access point, the signal of the computing device will go 
"high" at time tl 1 just before the computing device anticipates the next beacon at 
time tl2. Therefore, before adjusting its beacon timing to that of the first access 

■ 

point, the second access point broadcasts one more beacon 352 according to its 
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original beacon timing at t!2. However, beacon 352 contains a beacon timing 

adjusted to that of the first access point. The computing device's signal will go "low" 

i 

at time tl3 after the broadcast of beacon 352 is complete. The computing device's 
signal will go "high" again at tl4 just before the second access point's next beacon 
354 is anticipated according to the adjusted beacon timing. 

The step of locating a computing device includes associating the computing 
device whenever it crosses an access point boundary and whenever it is paged. 
Whenever a computing device crosses an access point boundary, it must associate 
with a new access point group. In order to associate with a new access point group, 
the computing device will communicate with an access point in the access point 
group of which the computing device is in range (the "in-range access point"). More 
specifically, to associate with a new access point group, the computing device sends a 
request to associate to the in-range access point, The root access point of the new 
access point group, which may be the in-range access point, then assigns an 
association identification ("AID") to the computing device and adds the AID and the 
associated MAC address of the computing device to its association table. The AID 
will typically have a value, of in the range of about 1 to about 2007 and is placed in 
the 14 least significant bits of the AID field with the two least significant bits of the 
AID filed each set to "L" The root access point of the new access point group will 
then communicate the MAC address and AID of the computing device to the other 
access points in the new access point group. This communication occurs during 
association and thru the use of IAPP to broadcast the IAPP-ADD.request (which 
includes the MAC address and AID of the computing device) over the local subnet 
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broadcast using IAPP to all the access points on the same subnet. This communicates 
the MAC address of the computing device to the access points on the same subnet as 
the root access point For access points in the access point group that are not on the 
same subnet as the root access point, IAPP may also be used to communicate the 
MAC address of the computing device. Because the MAC address is used to identify 
the computing device instead of the IP address, the problems normally associated 
with a computing device moving from one subnet to the other are avoided. 

The AID will remain associated with the computing device and the MAC 
number of the computing device will remain in the association tables of the access 
points of the new access point group until the computing device explicitly or 
implicitly disassociates from the new access point group. To disassociate explicitly, 
the computing device invokes a disassociation service. To disassociate implicitly the 
computing device simply leaves the range of the new access point group without 
explicitly disassociating. The new access point group will discover that the 
computing device has left its range without explicitly disassociating when the new 
access point group does not receive a communication from the computing device 
within a predetermined time period. At this time, the computing device will be 
disassociated. When the computing device disassociates from the access point group, 
the AID is available to be reused and the computing device's MAC address is deleted 
from the association tables of the access points in the new access point group. 

In addition to associating with an access point group, the computing device 
must also associate with an access point when it is paged so that it can receive IP 
traffic. Once a computing device has associated with an access point group, that 
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access point group may then receive IP traffic for that computing device through the 
root access point. When the root access point receives IP traffic for the computing 
device^ the computing device must then be located within the access point group and, 
if in dormant mode, the computing device must be moved into active mode. Because 
the location of the computing device within the access point group is unknown., the 
root access point communicates to the other access points in the access point group 
that the communication device needs to be paged. All the access points in the access 
point group then page the communication device. After receiving the page, the 
communication device then sends a request to associate to whichever of the access 
points the computing device is in range. That access point then notifies the root 
access point of the presence of the computing device within its range and the root 
access point then forwards the IP traffic to that access point. That access point then 
forwards the IP traffic to the computing device. While the computing device is in 
active mode, if it moves into the range of a second access point in the same access 
point group, it will register with the second access point 

Although the methods and apparatuses disclosed herein have been described in 
terms of specific embodiments and applications, persons skilled in the art can, in light 
of this disclosure, generate additional embodiments without exceeding the scope or 
departing from the spirit of the claimed inventions. For example, the methods and 
apparatuses disclosed herein can be implemented in any protocol that supports 
dormant mode and paging functionalities* Accordingly, it is to be understood that the 
drawings and descriptions in this disclosure are proffered to facilitate comprehension 
of the invention and should not be construed to limit the scope thereof. 
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CLAIMS 

We Claim; 

1 . A method for establishing a plurality of paging areas in a WLAN, 
wherein the WLAN comprises a plurality of access points, comprising: 

forming a plurality of access point groups, wherein each of the plurality 
of access point groups is formed from a subset of the plurality of access points, 
uses a tree structured distributed grouping model, and defines a paging area; 

establishing a protocol for communications among the plurality of 

access points; and 

establishing a protocol for manipulating access point groups. 

2. A method for establishing a plurality of paging areas in a WLAN, as 
claimed in Claim 1, further comprising, assigning each of the plurality of access point 
groups a unique paging area identification number and having each of the access 
points in each of the plurality of access point groups broadcast the paging area 
identification number associated with each access point's access point group 
throughout each access point's access point group. 

3. A method for establishing a plurality of paging areas in a WLAN, as 
claimed in Claim 1, wherein forming the plurality of access point groups comprises 
the steps of: 

assigning at least one role to each of the access points in the access 
point group, wherein the roles comprise master and slave; and 
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associating each access point assigned the master role with at least one 
access point assigned the slave role and associating each access point assigned 
the slave role with exactly one access point assigned the master role, 

4. A method for establishing a plurality of paging areas in a WLAN, as 

> 

claimed in Claim 1, wherein the protocol established for communications among the 
plurality of access points is an IEEE Inter Access Point Protocol* 

5 . A method for establishing a plurality of paging areas in a WLAN, as 
claimed in Claim 1 , wherein establishing a protocol for manipulating access point 
groups comprises modifying and providing an IEEE Inter Access Point Protocol. 

6. A method for establishing a plurality of paging areas in a WLAN, as 
claimed in Claim 5, wherein modifying the IEEE Inter Access Point Protocol 
comprises adding a join operation, a leave operation, a group merge operation, a 

i 

group prune operation and a group devolution operation, 

7. A method for establishing a plurality of paging areas in a WLAN, 
wherein the WLAN enables dormant mode with paging and comprises a plurality of 

access points, comprising: 

forming a plurality of access point groups, wherein each of the plurality 
of access point groups is formed from a subset of the plurality of access points, 
has a tree structured distributed grouping model as the structure, and defines a 
paging area, comprising: 

assigning at least one role to each of the access points in the 

■ 

access point group, wherein the roles comprise master and slave; and 
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associating each access point assigned the master role with at 
least one access point assigned the slave role and associating each 
access point assigned the slave role with exactly one access point 
assigned the master role; f 
the protocol established for communications among the plurality of 

access points is an IEEE Inter Access Point Protocol; 

establishing a protocol for manipulating access point groups comprises 

modifying the IEEE hater Access Point Protocol by adding a join operation, a 

leave operation, a group merge operation, a group prune operation and a group 

devolution operation; 

assigning each of the plurality of access point groups a unique paging 

area identification number; and 

having each of the access points in each of the plurality of access point 

groups broadcast the paging area identification number associated with each 

access point's access point group throughout each access point's access point 

group. 

8. A method for channel allocation for a WLAN, wherein the WLAN 
comprises at least one access point group, comprising assigning a common dedicated 
channel for paging for each of the at least one access point groups. 

9. A method for channel allocation for a WLAN, as claimed in Claim 8, 
wherein each of the at least one access point groups has a root access point, wherein 
assigning a common dedicated channel for paging is performed by the root access 
point in each access point group. 
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10. A method for channel allocation for a WLAN, as claimed in Claim 9, 
wherein assigning a common dedicated channel for paging further comprises 
assigning the paging channel to a channel different from an IP channel. 

11. A method for synchronizing a beacon timing of a first access point with 
a beacon timing of a second access point wherein the first and second access points 
are in an access point group in a WLAN, comprising: 

calculating the difference between the beacon timing of the first access 
point and the beacon timing of the second access point to ascertain a beacon 
timing difference, wherein the calculating is performed by a computing 
device; 

communicating the beacon timing difference from the computing 
device to the second access point and the first access point; and 

adjusting the beacon timing of either the first access point or the second 
access point so that the beacon timing of the either the first access point or the 
second access point equals the beacon timing of the other of the first access 
point or the second access point. 

■ 

12. A method for synchronizing a beacon timing of a first access point with 
a beacon timing of a second access point, as claimed in Claim 1 1 , wherein calculating 
the difference between the beacon timing of the first access point and the b eacon 
timing of the second access point to ascertain a beacon timing Difference, comprises 
the steps of: 

while the computing device is within a range of the first access point, 
periodically shifting the computing device into an active mode to detect a first 
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access point beacon broadcast at least one predetermined time for a 
predetermined time interval, wherein the at least one predetermined time 
corresponds to beacon timing of the first access point; 

moving the computing device from within the range of the first access 
point to within a range of the second access point; 

while the computing device is within the range of the second access 
point, periodically shifting the computing device into the active mode to detect 
a second access point beacon broadcast at one of the at least one 
predetermined times for a time interval, wherein the time interval ends when 
the computing device detects the second access point beacon broadcast; and 

subtracting the one of the at least one predetermined times from the 
time interval to calculate the beacon timing difference. 

13. A method for synchronizing a beacon timing of a first access point a 
beacon timing of a second access point, as claimed in Claim 16, wherein 
communicating the beacon timing difference from the computing device to the second 
access point and the first access point, comprises the steps of: 

the computing device communicating the beacon timing difference to 
the second access point; 

the second access point identifying the first access point; 
the second access point communicating the beacon timing difference to 
the first access point, 

14. A method for synchronizing a beacon timing of a first access point with 
a beacon timing of a second access point, as claimed in Claim 1 1, wherein adjusting 
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the beacon timing of either the first access point or the second access point so that it 
equals the beacon timing of the other of the first access point or the second access 
point, comprises the steps of; 

if either the first access point or the second access point is a master of 
the other of the first access point or the second access point, wherein the other 
of the first access point or the second access point is a slave of the master 

■ 

access point, adjusting the beacon timing of the slave access point to the 
beacon timing of the master access point; and 

if neither the first access point or the second access point is a master of 
the other of the first access point or the second access point, determining a 
common master access point and adjusting the beacon timing of the first 
access point and the beacon timing of the second access point to a beacon 
timing of the common master access point. 

15, A method for synchronizing a beacon timing of a first access point with 
a beacon timing of a second access point wherein the first and second access points 
are in an access point group in a WLAN, comprising: 

calculating the difference between the beacon timing of the first access 
point and the beacon timing difference of the second access point to ascertain 
a beacon timing difference, wherein the calculating is performed by a 
computing device, comprising: 

while the computing device is within a range of the first access 
point, periodically shifting the computing device into an active mode to 
detect a first access point beacon broadcast at least one predetermined 
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time for a predetermined time interval, wherein the at least one 
predetermined time corresponds to a beacon timing of the first access 
point; 

moving the computing device from within the range of the first 
access point to within a range of the second access point; 

while the computing device is within the range of the second 
access point, periodically shifting the computing device into the active 
mode to detect a second access point beacon broadcast at one of the at 
least one predetermined times for a time interval, wherein the time 
interval ends when the computing device detects the beacon broadcast 
of the second access point; and 

subtracting the one of the at least one predetermined times from 
the time interval to calculate the beacon timing difference; 
communicating the beacon timing difference from the computing 
device to the second access point and the first access points, comprising: 

the computing device communicating the beacon timing 
difference to the second access point; 

the second access point identifying the first access point; 

the second access point communicating the beacon timing 
difference to the first access point; and 

adjusting the beacon timing of either the first access point or the second 
access point so that the beacon timing of either the first access point or the 
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second access point equals the beacon timing of the other of the first access 
point or the second access point, comprising: 

if either the first access point or the second access point is a 
master of the other of the first or the second access point, wherein the 
other of the first access point or the second access point is a slave of the 
master access point, adjusting the beacon timing of the slave access 
point to the beacon timing of the master access point; and 

if neither the first access point or the second access point is a 
master of the other of the first access point or the second access point, 
determining a common master access point and adjusting the beacon 
timing of the first access point and the beacon timing of the second 
access points to a beacon timing of the common master access point. 
16. A method for associating a computing device with a new access point 
group hi a WLAN whenever the computing device crosses an access point boundary, 
wherein the new access point group comprises a plurality of access points, 



comprising: 



discovering when the computing device has crossed an access point 



boundary; 



the computing device sending a request to the new access point group; 



and 



assigning an association identification number to the computing device. 



17. A method for associating a computing device with a new access point 
group in a WLAN whenever the computing device crosses an access point boundary 
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as claimed in Claim 16, wherein discovering when the computing device has crossed 
an access point boundary comprises, the computing device: 

detecting a group identification in the beacon broadcast of one of the plurality 
of access points in the new access point group; and 

determining that the beacon broadcast of one of the plurality of access points 
in the new access point group is stronger than a beacon broadcast of one of a plurality 
of access points in an old access point group. 

18. A method for associating a computing device with a new access point 
group in a WLAN whenever the computing device crosses an access point boundary 
as claimed in Claim 16, wherein the computing device sending a request to the new 
access point group, comprises: 

the computing device sending the request to one of the plurality of 

access points in the access point group; and 

if the one of the plurality of access points in the access point group is 
not a root access point, communicating the request to the root access point. 

19. A method for associating a computing device with a new access point 
group in a WLAN whenever the computing device crosses an access point boundary 
as claimed in Claim 16, wherein assigning an association identification number to the 
computing device is performed by a root access point. 

20. A method for associating a computing device with a new access point 
group in a WLAN whenever the computing device crosses an access point boundary, 
wherein the new access point group comprises a plurality of access points, 
comprising: 
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discovering when the computing device has crossed an "access point 
boundary, comprising the computing device detecting a group identification in 
the beacon broadcast of one of the plurality of access points in the new access 

■ 

point group and determining the beacon broadcasts of the one of the plurality 
of access points in the new access point group is stronger than a beacon 
broadcast of one of a plurality of access points in an old access point group; 

the computing device sending a request to the new access point group, 
comprising: 

the computing device sending the request to one of the plurality 
of access points in the access point group; and 

if the one of the plurality of access points in the access point 
group is not a root access point, communicating the request to a root 
access point; and 

assigning an association identification to the computing device, 
wherein assigning an association identification to the computing device is 
performed by the root access point, 

2 L A method of communicating access point group information to a 
computing device, comprising: 

including a paging area identification of each of at least two access 
point groups in a beacon of each of the respective access point groups; 

assigning a channel to each of the beacons; 
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each, of the at least one access point groups broadcasting the beacon for 

■ 

that access point group within the paging area defined by that access point 



group; 



periodically awakening the at least one computing device to detect the 



beacon of at least one of the at least one access point groups; and 

synchronizing a timing of the beacons, 
22. A WLAN with paging, comprising; 

a plurality of access points; 

at least two access point groups, wherein each of the at least two access 
point groups comprises a subset of the plurality of access points related 
according to a distributed grouping model; . 

at least two paging areas wherein each of the at least two paging areas 
comprises a paging area boundary and is defined by one of the at least two 
access point groups; 



a protocol for communications among the plurality of access points; 



and 



a protocol for manipulating the access point groups. 



23 . A WLAN with paging as .claimed in Claim 22, wherein each of the at 
least two access point groups include a unique paging area identification number. 

24. A WLAN with paging as claimed in Claim 23 , wherein the unique 
paging area identification is included in a beacon packet of an IEEE 802, 1 1 protocol. 

25. A WLAN with paging as claimed in Claim 22, wherein each of the 
plurality of access points includes at least one role, 
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26. A WLAN with paging as claimed in Claim 25 , wherein the at least one 
role is selected from a group comprising master role and slave role and wherein 
within each of the at least two access point groups, each access point with the master 
role is coupled to at least one access point with the slave role, and each access point 
with the slave role is coupled to exactly one access point with the master role. 

27. A WLAN with paging as claimed in Claim 26, wherein the protocol for 
communications among the plurality of access points is an IEEE Inter Access Point 
Protocol. 

28. A WLAN with paging as claimed in Claim 27, wherein the protocol for 
manipulating the access point groups comprises a modified IEEE Inter Access Point 
Protocol. 

29. A WLAN with paging as claimed in Claim 28, wherein the modified 
IEEE Inter Access Point Protocol comprises a join operation, a leave operation, a 
group merge operation, a group prune operation and a group devolution operation. 

30. A WLAN with paging as claimed in Claim 22 further comprising a 
single channel for paging and IP traffic. 

31. A WLAN with paging as claimed in Claim 22 further comprising a 
channel for paging and a channel for IP traffic, 

■ 

32. A WLAN with paging as claimed in Claim 22 further comprising a 
channel for IP traffic and a common dedicated channel for paging for each of the at 
least two access point groups. 
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33. A WLAN with paging as claimed in Claim 32, wherein each of the at 
least two access point groups has a root access point that assigns the common 
dedicated channel for paging. 

34. A WLAN with paging as claimed in Claim 22 further comprising a 

computing device. 

35. .A WLAN with paging as claimed in Claim 34, wherein each of the 
plurality of access points broadcasts a beacon, wherein the beacon includes a beacon 

timing for that access point. 

36. A WLAN with paging as claimed in Claim 35, wherein a difference 
between the beacon timing for a first access point and the beacon timing for a second 
access point define a beacon timing difference. 

37. A WLAN with paging as claimed in Claim 36, wherein the computing 
device and at least a subset of the plurality of access points use the beacon timing 
difference to synchronize the beacon timings of the plurality of access points. 

38. A WLAN, comprising: 

a means for establishing paging areas; 

a means for communicating access group information to a computing 
device; and 

a means for locating a computing device within the WLAN. 

39. A method for implementing dormant mode with paging in a, WLAN, 
comprising: 

establishing paging areas; 

communicating access group information to a computing device; and 
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